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DETAILED ACTION 

1 . Claims 1 - 29 have been examined. 

Priority 

2. Acknowledgment is made of applicant's claim for foreign priority under 35 U.S. C. 11 9(a)- 
(d). The certified copy has been filed in parent Application No. JAPAN P2000-222122, filed on 
07/24/2000. Receipt is acknowledged of papers submitted under 35 U.S.C. 1 19(a)-(d), which 
papers have been placed of record in the file. 

Information Disclosure Statement 

3. The information disclosure statement (IDS) submitted on 1 1/01/04 was filed after the 
mailing date of the application on 07/24/2001. The submission is in compliance with the 
provisions of 37 CFR 1.97. Accordingly, the information disclosure statement is being 
considered by the examiner. 

Drawings 

4. The drawings were received on 07/20/2001 and 02/19/2003. These drawings are 
accepted. 

Claim Objections 

5. Claim 2 is objected to because of the following informality: 

• Recitation of "lower-ran key", which should be -lower-rank key--. 
Appropriate correction is required. 

Claim Rejections - 35 USC §112 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 
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6. Claims 1 - 29 are rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant regards 
as the invention. 

• Claims 1 and 13 recite the limitations "said contents data". There is 
insufficient antecedent basis for this limitation in the claim. 

• Claims 2 and 14 recite the limitations "said key tree". There is insufficient 
antecedent basis for this limitation in the claim. Furthermore, claim 2 recites 
the additional limitations "said individual leaves" and "said enabling key 
block". Similarly, there is insufficient antecedent basis for this limitation in the 
claim. 

• Claim 4 recites the limitation "said header". There is insufficient antecedent 
basis for this limitation in the claim. 

• Claim 5 recites the limitation "said reproduction apparatus". There is 
insufficient antecedent basis for this limitation in the claim. 

• Claim 15 recites the limitation "said enabling key block distribution key 
enciphering key". There is insufficient antecedent basis for this limitation in 
the claim. 

• Claim 19 recites the limitation "said corresponding contents data". There is 
insufficient antecedent basis for this limitation in the claim. 

• Claim 23 recites the limitation "said acquired contents key". There is 
insufficient antecedent basis for this limitation in the claim. 

• Claim 24 recites the limitation "said corresponding data processing 
apparatus". There is insufficient antecedent basis for this limitation in the 
claim. 
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• Claim 29 recites the limitation "said preceding step". There is insufficient 
antecedent basis for this limitation in the claim. 
The 112, second paragraph objections discussed are exemplary. Appropriate correction is 
required throughout the entire application. 

Claim Rejections - 35 USC § 102 
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in a patent granted on an application for patent by another filed in the 
United States before the invention thereof by the applicant for patent, or on an international application 
by another who has fulfilled the requirements of paragraphs (1), (2), and (4) of section 371(c) of this 
title before the invention thereof by the applicant for patent. 

The changes made to 35 U.S.C. 102(e) by the American Inventors Protection Act of 
1999 (AIPA) and the Intellectual Property and High Technology Technical Amendments Act of 
2002 do not apply when the reference is a U.S. patent resulting directly or indirectly from an 
international application filed before November 29, 2000. Therefore, the prior art date of the 
reference is determined under 35 U.S.C. 102(e) prior to the amendment by the AIPA (pre-AlPA 
35 U.S.C. 102(e)). 

7. Claims 1, 13,19, and 29 are rejected under 35 U.S.C. 102(e) as being anticipated by Bell 
et al. in US Patent 6,832,319 (hereinafter US '319). 

8. Regarding claims 1, 13, 19 and 29 as taught by Bell et al. which discloses as a system, 
method, apparatus, and program providing medium respectively: 

a contents ciphering key applicable to a contents ciphering process as a header data 
corresponding to said contents data and then executes a process for ciphering the 
corresponding contents data by applying said contents ciphering key contained in said header 
data; wherein 
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said header data comprises a plurality of ciphered contents ciphering key generated by 
said contents ciphering key respectively ciphered by applying mutually different key ciphering 
key (see US '319: column 2, lines 52 - 65: where the content key is equivalent to the contents 
ciphering key and processes are equivalent to instance case). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

9. Claims 2 - 12, 14 - 18, 20 - 28 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Bell et al. in US Patent 6,832,319 (hereinafter US '319) in view of Caronni et 

al. in US Patent 6,049,878 (hereinafter US "878). 

As it relates to claims 2, 14 and 20, as taught by Bell et al. in US '319, which discloses 
as a system and method respectively: 

an updating key (see US '319: column 3, lines 1 - 3: as performed by the exchange 

key); 
and 

a storage key proper to individual storage device for storing contents data (see US '319: 
column 3, lines 15 - 16: as performed by the bus content key) 
and implies 

an enabling key block distribution key enciphering key (see US '319: column 2, lines 47 
and 50: as performed by media key block and media key respectively) 
but does not teach 
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on such path for constituting a key tree structure comprising of a plurality of keys 
disposed in correspondence with a plurality of roots, nodes, and leaves on said paths ranging 
from said roots to said leaves of said key tree, wherein said individual leaves comprise a 
plurality of devices 
or expressly state 

an enabling key block distribution key enciphering key respectively comprising of key 
enciphering key ciphered by said enabling key block containing such data for ciphering upper- 
rank key by means of lower-ran key. 

Caronni et ai in US '878 does teach: 

on such path for constituting a key tree structure comprising of a plurality of keys 
disposed in correspondence with a plurality of roots, nodes, and leaves on said paths ranging 
from said roots to said leaves of said key tree, wherein said individual leaves comprise a 
plurality of devices 
and expressly states: 

an enabling key block distribution key enciphering key respectively comprising of key 
enciphering key ciphered by said enabling key block containing such data for ciphering upper- 
rank key by means of lower-ran key (see US '878: column 4, lines 23 - 38 and column 6, lines 
20 - 46). 

For claims 2, 14 and 20, it would be obvious to one of ordinary skill in the art at the time 
of the invention to modify the methods of Bell et al. and Caronni et al. as they both use features 
of key management within the same field of endeavor (safely and securely distributing keys) 
and with the same problem sought to be solved (preserving the security of data and achieving 
high efficiency in data processing). 
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As it pertains to claims 3, 15 and 21, Caronni et al. in view of Bell et al. teaches as a 
system, method and apparatus respectively: 

each of said enabling key block containing said enabling key block distribution key 
enciphering key is so structured that, among a plurality of devices constituting leaves of said key 
tree structure, only such properly licensed devices are enabled to decode said enabling key 
block, whereas such improper devices devoid of a proper license are unable to decode said 
enabling key block (see US '319: column 3, lines 41 - 50). 

Relating to claims 4, 16 and 22, Caronni et al. in view of Bell et al. teaches as a system, 
method and apparatus respectively: 

an identification data for discerning actual storage or absence of storage of said enabling 
key blocks (see US '319: column 2, lines 44 - 46). 

For claim 5, Caronni et al. in view of Bell et al. (interpreted by examiner in terms of Claim 
2) teaches as a system: 

a storage device for storing said header data and such contents data disposed in 
correspondence with said header data; (see US '319: Figure 3, item 32: disk and column 6, 
lines 16-17) and 

a plurality of reproduction apparatuses for reproducing such contents data stored in said 
storage devices; wherein 

said reproduction apparatus selects one of said ciphered plural contents ciphering keys 
to execute a process for ciphering said contents data (see US '319: Figure 1, item 20: recorder: 
and column 5, line 35). 

Relating to claim 6, Bell et al. in view of Caronni et al. teaches: 
said enabling key block distribution key enciphering key to be provided after being ciphered by 
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said enabling key block is subject to control of a version to enable a process for renewing every 
version to be executed (US '878: see column 6, line 66 - column 7, lines 1 - 6). 

For claim 7 as taught by Bell et al. in US '319 which discloses: 
a storage device for storing contents data and such contents data disposed in correspondence 
with said header data; (see US '319: Figure 3, item 32: disk and column 6, lines 16-17) 

a plurality of reproduction apparatuses for reproducing a contents data stored in said 
storage device; (see US '319: Figure 1, item 20: recorder: and column 5, line 35) wherein 
and 

stores said ciphered storage key in a memory means inside of each of said reproduction 
apparatuses (see US '319: column 3, lines 41 - 50) 
but does not disclose 

one of leaves for constituting said key tree structure by way of the following: initially, 
among a key tree structure comprising a plurality of reproduction apparatuses as own leaves 
and containing a variety of keys disposed in correspondence with roots, nodes, and leaves on 
such paths ranging from roots to leaves of said key tree structure, 

each reproduction apparatus ciphers a specific leaf-key disposed in correspondence 
with own leaves by means of a storage key proper to the reproduction apparatus. 

Caronni et al. in US '878 however, does show: 

one of leaves for constituting said key tree structure by way of the following: initially, 
among a key tree structure comprising a plurality of reproduction apparatuses as own leaves 
and containing a variety of keys disposed in correspondence with roots, nodes, and leaves on 
such paths ranging from roots to leaves of said key tree structure, 
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each reproduction apparatus ciphers a specific leaf-key disposed in correspondence 
with own leaves by means of a storage key proper to the reproduction apparatus (see US '878: 
column 4, lines 23 - 38 and column 6, lines 20 - 46). 

For claim 7, it would be obvious to one of ordinary skill in the art at the time of the 
invention as they both use features of key management within the same field of endeavor 
(safely and securely distributing keys that provide access to data) and with the same problem 
sought to be solved (reduction/contraction of message volume). 

As for claim 8, as taught by Bell et al. in US '319 which discloses: 

a storage device for storing said header data and such contents data disposed in 
correspondence with said header data; (see US '319: Figure 3, item 32: disk and column 6, 
lines 16-17) and 

a plurality of devices for reproducing a contents data stored in said storage device; (see 
US '319: Figure 1, item 20: recorder: and column 5, line 35) 
but does not show 

wherein each of said devices functions itself as one of leaves for constituting said key 
tree structure by way of the following: initially, among a key tree structure comprising a plurality 
of devices as own leaves and containing a variety of keys set in correspondence with roots, 
nodes, and leaves on such paths ranging from roots to leaves of said key tree structure, each of 
said devices stores such a leaf identification element set in correspondence with own leaves in 
a memory means inside of each of said reproduction apparatuses. 

Caronni et al. in US '878 however, does disclose: 

wherein each of said devices functions itself as one of leaves for constituting said key 
tree structure by way of the following: initially, among a key tree structure comprising a plurality 
of devices as own leaves and containing a variety of keys set in correspondence with roots, 
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nodes, and leaves on such paths ranging from roots to leaves of said key tree structure, each of 
said devices stores such a leaf identification element set in correspondence with own leaves in 
a memory means inside of each of said reproduction apparatuses (see US '878: column 4, lines 
23 - 38 and column 6, lines 20 - 46). 

For claim 8, it would be obvious to one of ordinary skill in the art at the time of the 
invention as they both use features of key management within the same field of endeavor 
(safely and securely distributing keys that provide access to data) and with the same problem 
sought to be solved (reduction/contraction of message volume). 

For claim 9, as taught by Bell et al. in US '319 which discloses: 
a storage device for storing said header data and a contents data disposed in 
correspondence with said header data; (see US '319: Figure 3, item 32: disk and column 6, 
lines 16-17) and 

a plurality of reproduction apparatuses individually reproducing a contents data stored in 
said storage device; (see US '319: Figure 1, item 20: recorder: and column 5, line 35) 
and 

then stores said ciphered storage key in a memory means inside of a corresponding 
reproduction apparatus; (see US '319: column 3, lines 41 - 50) 
but does not disclose 

wherein each of said reproduction apparatuses functions itself as one of leaves of said 
key tree structure by way of the following: initially, among a key tree structure comprising a 
plurality of reproduction apparatuses and containing a variety of keys disposed in 
correspondence with roots, nodes, and leaves on such paths ranging from roots to leaves of 
said key tree structure, 
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each of said reproduction apparatuses ciphers such a leaf-key disposed in 
correspondence to own leaves by applying a storage key proper to each reproduction 
apparatus, 
and 

wherein said storage key proper to each reproduction apparatus is generated based on 
a leaf-identifying element of a leaf component corresponding to each reproduction apparatus 
present in said key tree structure. 

Caronni et al. in US '878 however, does disclose: 

wherein each of said reproduction apparatuses functions itself as one of leaves of said 
key tree structure by way of the following: initially, among a key tree structure comprising a 
plurality of reproduction apparatuses and containing a variety of keys disposed in 
correspondence with roots, nodes, and leaves on such paths ranging from roots to leaves of 
said key tree structure, 

each of said reproduction apparatuses ciphers such a leaf-key disposed in 
correspondence to own leaves by applying a storage key proper to each reproduction 
apparatus, 
and 

wherein said storage key proper to each reproduction apparatus is generated based on 
a leaf-identifying element of a leaf component corresponding to each reproduction apparatus 
present in said key tree structure (see US '878: column 4, lines 23 - 38 and column 6, lines 20 - 
46). 

For claim 9, it would be obvious to one of ordinary skill in the art at the time of the 
invention as they both use features of key management within the same field of endeavor 
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(safely and securely distributing keys that provide access to data) and with the same problem 
sought to be solved (reduction/contraction of message volume). 
As it pertains to claim 10, US '31 9 teaches: 

a storage device for storing said header data and such contents data disposed in 
correspondence with said contents data; (see US '319: Figure 3, item 32: disk and column 6, 
lines 16-17) 

a plurality of reproduction apparatuses individually reproducing contents data stored in 
said storage device; (see US '319: Figure 1, item 20: recorder: and column 5, line 35) 
but does not teach 

wherein each of said reproduction apparatuses functions itself as one of leaves for 
constituting said key tree structure by way of the following: initially, among a key tree structure 
comprising a plurality of reproduction apparatuses and containing a variety of keys disposed in 
correspondence with roots, nodes, and leaves on such paths ranging from roots to leaves of 
said key tree structure, based on a leaf key set in correspondence with own leaves, stores a 
device key block in a memory means inside of each reproduction apparatus, wherein said 
device key block comprises an assemblage of ciphered keys comprising plural steps of node 
keys which are disposed on such paths ranging from own leaves up to upper rank keys of said 
key tree structure and individually ciphered. 

Caronni et al. in US '878 however, does disclose: 

wherein each of said reproduction apparatuses functions itself as one of leaves for 
constituting said key tree structure by way of the following: initially, among a key tree structure 
comprising a plurality of reproduction apparatuses and containing a variety of keys disposed in 
correspondence with roots, nodes, and leaves on such paths ranging from roots to leaves of 
said key tree structure, based on a leaf key set in correspondence with own leaves, stores a 
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device key block in a memory means inside of each reproduction apparatus, wherein said 
device key block comprises an assemblage of ciphered keys comprising plural steps of node 
keys which are disposed on such paths ranging from own leaves up to upper rank keys of said 
key tree structure and individually ciphered (see US '878: column 4, lines 23 - 38 and column 6, 
lines 20-46). 

For claim 10, it would be obvious to one of ordinary skill in the art at the time of the 
invention as they both use features of key management within the same field of endeavor 
(safely and securely distributing keys that provide access to data) and with the same problem 
sought to be solved (reduction/contraction of message volume). 

For claim 1 1 , US '31 9 teaches: 
a storage device for storing said header data and such contents data disposed in 
correspondence with said header data; (see US '319: Figure 3, item 32: disk and column 6, 
lines 16-17) 
but does not disclose 

a plurality of reproduction apparatuses for reproducing said contents data stored in said 
storage device; wherein each of said reproduction apparatuses stores a plurality of initial 
enabling key blocks in a memory means inside of each reproduction apparatus; wherein each of 
said initial enabling key blocks comprises a plurality of keys on such paths for constituting a key 
tree structure consisting of a variety of keys disposed in correspondence with roots, nodes, and 
leaves on such paths ranging from roots to leaves of said key tree structure comprising a 
plurality of reproduction apparatuses as own leaves. 

Caronni et al. in US '878 however, does disclose 

a plurality of reproduction apparatuses for reproducing said contents data stored in said 
storage device; wherein each of said reproduction apparatuses stores a plurality of initial 
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enabling key blocks in a memory means inside of each reproduction apparatus; wherein each of 
said initial enabling key blocks comprises a plurality of keys on such paths for constituting a key 
tree structure consisting of a variety of keys disposed in correspondence with roots, nodes, and 
leaves on such paths ranging from roots to leaves of said key tree structure comprising a 
plurality of reproduction apparatuses as own leaves (see US '878: column 4, lines 23 - 38 and 
column 6, lines 20 -46). 

For claim 1 1 , it would be obvious to one of ordinary skill in the art at the time of the 
invention as they both use features of key management within the same field of endeavor 
(safely and securely distributing keys that provide access to data) and with the same problem 
sought to be solved (reduction/contraction of message volume). 

In addressing claim 12, Bell et al. in view of Caronni et al. teaches: 
each of said initial enabling key block is commonly stored in such a device belonging to lower- 
rank of a plurality of category nodes disposed at a predetermined step of said key tree structure 
(see US '878: column 6, lines 20 - 46). 

For claims 17 and 23, Caronni et al. in view of Bell et al. (interpreted by examiner in 
terms of claim 14 and 20 respectively) teaches: 

wherein, in the process for reproducing a contents data from a storage device storing 
said header data and such a contents data disposed in correspondence with said header data, 

said data processing method selects one of said ciphered plural contents ciphering keys 
to acquire a proper contents ciphering key before eventually decoding said contents data by 
applying said acquired contents ciphering key (see US '319: Figure 3, item 32: disk, column 6, 
lines 16-17 and Figure 1, item 20: recorder, column 5, line 35). 

As for claim 18, US '319 teaches: 
wherein, in the process for reproducing a contents data from a storage device storing said 
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header data and such a contents data disposed in correspondence with said header data, (see 

US '319: Figure 3, item 32: disk, column 6, lines 16-17) 

and 

a device key block processing step for acquiring a specific node key via a process for 
decoding a device key block comprising an assemblage of ciphered keys consisting of plural 
steps of individually ciphered mutually different node keys on such paths ranging from own 
leaves up to upper-rank keys of said key tree structure; and 

a final step of processing said enabling key blocks based on the acquired node key (see US 
'319: column 3, lines 17-39) 
but does not teach 

said data processing method executes serial processing steps including the following: 
initially, based on such a leaf-key disposed in correspondence with own leaves among a key 
tree structure comprising a variety of keys set in correspondence with roots, nodes, and leaves 
on such paths ranging from roots to leaves of said key tree structure comprising a plurality of 
devices as own leaves, said data processing method executes. 

Caronni et al. in US '878 however, does disclose 

said data processing method executes serial processing steps including the following: 
initially, based on such a leaf-key disposed in correspondence with own leaves among a key 
tree structure comprising a variety of keys set in correspondence with roots, nodes, and leaves 
on such paths ranging from roots to leaves of said key tree structure comprising a plurality of 
devices as own leaves, said data processing method executes (see US '878: column 4, lines 23 
- 38 and column 6, lines 20 - 46). 

For claim 18, it would be obvious to one of ordinary skill in the art at the time of the 
invention as they both use features of key management within the same field of endeavor 
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(providing a management structure to safely and securely distributing keys that provide access 
to data) and with the same problem sought to be solved (negate the need for mutual 
authentication among authorized users). 

For claims 24 - 28, as taught by US '319 disclose 

such a system for reproducing such a contents data stored in a storage device for 
storing said header data and such a contents data disposed in correspondence with said header 
data; (see US '319: Figure 3, item 32: disk, column 6, lines 16 - 17 and Figure 1, item 20: 
recorder, column 5, line 35) and 
but fails to teach 

such a system which enables such a leaf-key disposed in correspondence with own 
leaves among a key tree structure comprising a variety of keys disposed in correspondence with 
roots, nodes, and leaves on such paths ranging from roots to leaves of said key tree structure 
comprising a plurality of data processing apparatuses as own leaves to be ciphered by a 
storage key proper to said data processing apparatus and then stored in a memory means 
inside of said corresponding data processing apparatus 
or 

such a system for enabling an initial enabling key block comprising a plurality of keys 
ciphered by means of lower rank keys on such paths for constituting a key tree structure 
comprising a variety keys disposed in correspondence with roots, nodes, and leaves on such 
paths ranging from root to leaves of said key tree structure comprising a plurality of data 
processing apparatuses as own leaves to be stored in said corresponding data processing 
apparatus. 

Caronni et al. in US '878 however, does disclose 
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such a system which enables such a leaf-key disposed in correspondence with own 
leaves among a key tree structure comprising a variety of keys disposed in correspondence with 
roots, nodes, and leaves on such paths ranging from roots to leaves of said key tree structure 
comprising a plurality of data processing apparatuses as own leaves to be ciphered by a 
storage key proper to said data processing apparatus and then stored in a memory means 
inside of said corresponding data processing apparatus 
and 

such a system for enabling an initial enabling key block comprising a plurality of keys 
ciphered by means of lower rank keys on such paths for constituting a key tree structure 
comprising a variety keys disposed in correspondence with roots, nodes, and leaves on such 
paths ranging from root to leaves of said key tree structure comprising a plurality of data 
processing apparatuses as own leaves to be stored in said corresponding data processing 
apparatus (see US '878: column 4, lines 23 - 38 and column 6, lines 20 - 46). 

For claims 24 - 28, it would be obvious to one of ordinary skill in the art at the time of the 
invention as they both use features of key management within the same field of endeavor 
(providing a management structure to safely and securely distributing keys that provide access 
to data) and with the same problem sought to be solved (negate the need for mutual 
authentication among authorized users). 

Conclusion 

10. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure is US Patent 4,386,234 as anticipated by Ehrsam et al. 

1 1 . Any inquiry concerning this communication or earlier communications from the examiner 
should be directed to Laurel Lashley whose telephone number is 571-272-0693. The examiner 
can normally be reached on Monday - Thursday, alt Fridays btw 7:30 am & 5 pm. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron, Jr. can be reached on 571-272-3799. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private 
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
Laurel Lashley 
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